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Upcoming European Cybersecurity Regulations
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Delegated Regulation Radio Equipment Directive 

(EU) 2022/30 including 2023 amendment 

(RED DA)

18.06.2024

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.007.01.0006.01.ENG
https://ec.europa.eu/transparency/documents-register/detail?ref=C(2023)4823&lang=en


VDMA |

RED Delegated Act in a nutshell

Steffen Zimmermann 18.06.2024

• Delegated Act (EU) 2022/30 with additional provisions on cybersecurity

• The regulation "activates" the essential requirements 3(3) d,e,f of the RED (see SReq)

• Original scope of the Radio Equipment Directive 2014/53/EU will not be extended

• Scope: internet-enabled RED products (internet-connected radio equipment) and e.g. toys

• Also applies to "combined equipment" and devices indirectly connected to the Internet

• Implementation period until July 31, 2025 - application mandatory from August 1, 2025

• Manufacturer's declaration only through application of harmonized standards (hEN)

• prEN 18031-1/2/3 under development at CEN/CLC - ENQ was rejected

• Completion of the harmonized standards expected in June 2024 by 30 August 2024

• Position paper on 9 scenarios from Orgalim - incl. "combined equipment“

Manufacturer

https://ec.europa.eu/transparency/documents-register/detail?ref=C(2022)5637&lang=en
https://orgalim.eu/position-papers/internal-market-common-understanding-term-internet-connected-radio-equipment
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Upcoming European Cybersecurity Regulations
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Cyber Resilience Act (CRA)

Text Adopted (2024)0130

18.06.2024

https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130_EN.html
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CRA in a nutshell – Cyber Resilience Act

Steffen Zimmermann 18.06.2024

• Cyber Resilience Act (law) applies directly, no national 
implementation necessary

• Product-related regulation on the basis of NLF (CE)

• For all "products with digital elements" that are made available on 
the market

• "intended or reasonably foreseeable use includes a direct or 
indirect logical or physical data connection to a device or network"

• Basic requirements for design, development and production

• Requirements for vulnerability management in the product life cycle

• 3 classes with higher requirements: Important Class I, II, and Critical

• Conformity assessment procedure according to NLF

• Entry into force expected for October 2024

• 36 months implementation period (October 2027)

• 21 months implementation period for reporting 
incidents, vulnerabilities (July 2026)

Manufacturer



VDMA 

Upcoming European Cybersecurity Regulations

Steffen Zimmermann

Network and Information Systems Security Directive

(EU) 2022/2555

(NIS2 Directive)

18.06.2024

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022L2555&qid=1697446158035
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NIS 2 in a nutshell

Steffen Zimmermann 18.06.2024

• Directive = must be transposed into national law

• In force since January 16, 2023, implementation by 
October 17, 2024

• Goal: Increasing operational cyber resilience in the EU

• Wide scope: industry sectors like machinery, electrical 
engineering, vehicle construction, managed service 
providers

• Generally from 50 employees, 10 million turnover and 
balance sheet total

• Compliance with "state of the art"

• 24h/72h reporting obligation for significant incidents

• Obligation to register entities to national authorities

User / Operator

NI2-Tracker by Bird&Bird:

https://www.twobirds.com/en/trending-topics/cybersecurity/nisd-tracker
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NIS 2 Directive (NIS2UmsuCG)

RED-CRA-NIS2: which areasare involved?

Cyber Resilience Act
RED Delegated Act

Range IT OT Product

Area of application Own IT infrastructure Production / Shopfloor Products for sale

Responsibility IT department Management Product development

Systems Laptop, e-mail, 

website, IaaS
MES, PLC,

Remote 
maintenance

"Connected product", IoT 

services, machine cloud

Operating processes Own processes Customer processes

Regulatory role Users, users, service providers Manufacturer

18.06.2024Steffen Zimmermann
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RED - CRA - NIS2 cybersecurity requirements*

Steffen Zimmermann 18.06.2024

Secure 

Development

Secure 

Manufacturing

Secure

Integration

Secure

Operation

Secure

Maintenance

No known exploitable 

vulnerabilities

OT risk assessment Secure by default 

configuration

Vulnerability 

management

Secure remote 

service

Appropriate risk 

assessment

Awareness training Hardening guidelines Patch management Substantial 

modification

Patchability, support 

period definition

Asset management User manual Information sharing, 

CERT

Update availability 

+10 years

Authentication, IAM, 

Sign & Encrypt

Business continuity 

management

Incident, vulnerability 

reporting

Legacy systems 

monitoring

SBOM, tests and 

reviews

Supply chain security SPOC, PSIRT

CRA CRA CRA

NIS2 NIS2 NIS2 NIS2

CRA

RED DA RED DA

*Note: this list does not include all (essential) requirements from RED DA, CRA and NIS2
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Timeline NIS2-Transposition*, RED DA, CRA*

Steffen Zimmermann 18.06.2024

NIS2: deadline for member

states: Oct. 17, 2024

Q4/2024*:

CRA EIF

CRA – Transposition deadline (36 months for CRA, 21 months on Art. 14)

Q4/2027*: CRA 

implementation

deadline

Q3/2026*: CRA reporting of

vulnerabilities** and 

incidents*** (Art. 14)

August 1, 2025:

RED DA

Registration: 

Jan 17, 2025

RED DA: voluntary until July 31, 2025 Application mandatory as of August 1, 2025

CRA –

Application*

CRA 

Vote

NIS2 Implementation in member states

Art. 14: Reporting of actively exploited vulnerabilities** for all 

products, including products placed on the market before CRA 

EIF

NIS2: Reporting of significant incidents
NIS2 + CRA: 

Reporting of incidents ***

*   Not yet final, tentative

**  actively exploited vulnerabilities

*** NIS2: significant incidents / CRA: severe incidents with impact on Product Security

CRA: Cyber Resilience Act: Text Adopted (2024)0130

RED DA: Delegated Regulation 2022/30 Radio Equipment Directive, including 2023 amendment 

NIS2: Network and Information Systems Security Directive 2022/2555

CRA: 

Corrigendum

20262024 2025 2027 2028

https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130_EN.html
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2022.007.01.0006.01.ENG
https://ec.europa.eu/transparency/documents-register/detail?ref=C(2023)4823&lang=en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32022L2555&qid=1697446158035
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Radio Equipment 

Directive DA
D(EU) 2022/30 
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RED – Scenario Combined Equipment

Steffen Zimmermann 18.06.2024
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RED Delegated Act - Important Notes

Steffen Zimmermann 18.06.2024

• A manufacturer’s self declaration is only possible when using the 
harmonized standards cited in the Official Journal of the EU

• A citation of EN 18031-1/2/3 for full compliance with the requirements 
currently seems unlikely 

• EN IEC 62443-4-2 covers essential parts of the legal act; for a conformity 
assessment against the legal act based on EN IEC 62443-4-2, the mandatory 
involvement of a Notified Body is necessary

• Voluntary compliance with the Cyber Resilience Act (CRA) after its entry 
into force will not exempt from the RED conformity assessment

• The Commission has not found any scenario in which the essential 
requirements of the RED DA are not covered by the CRA

• The Commission has held out the prospect of withdrawing the delegated 
act, but there is no timetable yet

Manufacturer
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Cyber Resilience Act
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CRA – Product with digital elements

Steffen Zimmermann 18.06.2024

Manufacturer
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CRA – Product with digital elements

Steffen Zimmermann 18.06.2024

Manufacturer
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CRA Annex III

Steffen Zimmermann 18.06.2024

List of products with 

increased conformity 

assessment requirements

Important:

→ Same essential requirements

→ Machinery is not on the list

Manufacturer
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CRA Annex III – Core Functionality

Steffen Zimmermann 18.06.2024

List of products with 

increased conformity 

assessment requirements

Important:

→ Core functionality of the 

product

→ No inheritance of criticality in 

combined products

Note: source numbering changed to Recital 45 and Art. 7 (1)

Manufacturer
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CRA Annex III

Steffen Zimmermann 18.06.2024

Available conformity assessment procedures 

depending on the product category

Machinery

Manufacturer
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Checkweighing
System

Operating 
System

Hypervisor

Firewall

Operating 
System

PLC

Operating 
System

HSM

CRA: Combined Products / Machinery

Steffen Zimmermann 18.06.2024

„Common“

Module A:

Self Declaration

Important (I)

Module A (hEN):

Self Declaration*

Important (II) 

Module B+C:

Type Examination

* when hEN is published, listed in the Official Journal of the European Union and fully applied

Manufacturer

Critical

EU Cybersecurity 

Certification Scheme
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NIS2 Directive
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NIS 2 – Scope: machinery is in, how to find out?

Steffen Zimmermann 18.06.2024

1. Scope: NACE-Code C26-C30

2. Size Cap Rule: Medium (50+)

Germany only: Rule of „Independent IT“

Croatia only: Notification by Authority until Feb. 15, 2025

Hungary only: Supervision Fee of 0.015% of sales (max. 25k EUR)
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Source: implisense.com

GERMANY (2022) 
Total 

companies 
NIS2 affected 
(>50 EE) 

of which NIS2 
50-250 EE 

WZ08-20 Manufacture of chemicals and 
chemical products 

1,717  1,097 (64%)   820 (75%)  

WZ08-21 Manufacture of basic pharmaceutical 
products and pharmaceutical preparations 

364  259 (71%)   144 (56%)  

WZ08-26 Manufacture of computer, electronic 
and optical products 

2,010  1,165 (58%)   886 (76%)  

WZ08-27 Manufacture of electrical equipment 2,261  1,358 (60%)   991 (73%)  

WZ08-28 Manufacturer of machinery and 
equipment 

6,254  3,646 (58%)   2,724 (75%)  

WZ08-29 Manufacture of motor vehicles, 
trailers and semi-trailers 

1,335  911 (68%)   544 (60%)  

WZ08-30 Manufacture of other transport 
equipment 

382  245 (64%)   135 (55%)  

 

User / Operator



VDMA |

NIS 2 – Minimum Requirements (Art. 21)

Steffen Zimmermann 18.06.2024

a. policies on risk analysis and information system security;

b. incident handling;

c. business continuity, such as backup management and disaster recovery, and crisis management;

d. supply chain security including security-related aspects concerning the relationships between each 
entity and its direct suppliers or service providers; 

e. security in network and information systems acquisition, development and maintenance, including 
vulnerability handling and disclosure;

f. policies and procedures to assess the effectiveness of cybersecurity risk-management measures;

g. basic cyber hygiene practices and cybersecurity training;

h. policies and procedures regarding the use of cryptography and, where appropriate, encryption;

i. human resources security, access control policies and asset management;

j. the use of multi-factor authentication or continuous authentication solutions, secured voice, video 
and text communications and secured emergency communications systems within the entity, where 
appropriate.

User/Operator

Cross points to Cyber Resilience Act
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Conclusions

Steffen Zimmermann 18.06.2024

➢ Machinery is undisputable in scope of all new regulations

➢ Focus on IT/OT infrastructure, digital services and products

with digital elements

➢ NIS2 needs national transposition – it will be different

➢ Prepare to support your products after placing on the market

➢ Check your suppliers on their preparedness

➢ Speak with a Notified Body to prepare for RED Conformity

➢ Leverage standards ISO 27001 (NIS2) and EN IEC 62443 (CRA)

➢ No security - no business
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+49 69 6603 - 1978

Steffen.Zimmermann@vdma.org

Biljana Gabric

+49 69 6603 - 1360

Biljana.Gabric@vdma.org
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Competence Center Industrial Security

VDMA e.V.

Lyoner Str. 18

60528 Frankfurt am Main - Germany

Maximilian Moser

+49 30 3069 – 1909

Maximilian.Moser@vdma.org 

https://vdma.org/cybersecurity
Steffen Zimmermann 18.06.2024
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BACKUP

Steffen Zimmermann 18.06.2024
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CRA – integration in product lifecycle is crucial

Steffen Zimmermann 18.06.2024

Source: Fraunhofer IEM, Dr. Focke

Manufacturer
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Cyber resilience in the product life cycle

Steffen Zimmermann 18.06.2024

Product

Development

Placing on 

the market
Manufacturer

SupportManufacturing
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Cyber resilience in the product life cycle

Steffen Zimmermann 18.06.2024

Product

Development

Placing on 

the market
Manufacturer

Operator Procurement

Support

Secure system operation

Manufacturing
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Cyber resilience in the product life cycle

Steffen Zimmermann 18.06.2024

Product

Development

Placing on 

the market

Putting 

into

service
Use

Manufacturer

Operator Procurement

Support

Secure system operation

Manufacturing
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NIS2 Directive (national transpositions)

CRA, MR, RED

Cyber resilience in the product life cycle

Steffen Zimmermann 18.06.2024

Product

Development

Placing on 

the market

Putting 

into

service
Use

Manufacturer

Operator Procurement

Support

Secure system operation

Manufacturing

CRA: Cyber Resilience Act

MR: Machinery Regulation

RED: Delegated Act Radio Equipment Directive

NIS2: Network and Information Systems Directive 2
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NIS 2 – Management Obligations

Steffen Zimmermann 18.06.2024

▪management bodies of essential and important 

entities:

−approve the cybersecurity risk management 

measures taken by those entities in order to 

comply with requirements on “cybersecurity risk 

management measures (Article 18)

−oversee the implementation of “cybersecurity 

risk management measures” 

−can be held liable for the non-compliance by the 

entities with NIS 2 obligations → natural person 

(member of the board) is personally liable 

▪members of management bodies:

− required to follow specific trainings on a regular 

basis, to gain sufficient knowledge and skills in 

order to apprehend and assess cybersecurity 

risks and management practices and their impact 

on the services provided by the entity

−encourage essential and important entities to 

offer similar training to all employees

User / Operator



VDMA 

NIS2 – VDMA ISO 2001:2022 Mapping

Steffen Zimmermann 18.06.2024

User/Operator
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CRA/NIS2: VDMA Supplier Self Disclosure

Steffen Zimmermann

» Based on EN IEC 62443, free to use, in German and English

» Linked to CRA and MR (TISAX, NIS2 in preparation)

» https://www.vdma.org/viewer/-/v2article/render/82349740

18.06.2024

https://www.vdma.org/viewer/-/v2article/render/82349740
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CRA: Essential Requirements

Steffen Zimmermann 18.06.2024
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NIS 2 – Annex I and II

Steffen Zimmermann 18.06.2024
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Micro and Small 

Entities

in general: 

− excluded from the scope

of the Directive

exceptions:

− providers of electronic 

communications networks 

− providers of publicly 

available electronic 

communications services

− trust service providers 

− Top-level domain name 

(TLD) name registries 

− public administration

− certain other entities

size-cap rule: all medium & large enterprises that operate within these sectors / offer these services affected

User/Operator
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